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Question: 1

You want to let multiple administrators work in the same ADOM without creating configuration
conflicts.
What is the best and the most effective solution to apply?

A. Configure RADIUS authentication to assign ADOM roles to each user.

B. Enable workflow mode, which is the only way to prevent concurrent configuration conflicts.
C. Assign administrators with JSON API access to the FortiManager.

D. Activate workspace mode in the ADOM settings.

Answer: D

Explanation:

Activating workspace mode in the ADOM settings allows multiple administrators to work
concurrently in the same ADOM by isolating their configuration changes in separate workspaces,
preventing conflicts and enabling effective collaboration.

Question: 2

Refer to the exhibit.
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FortiManager cluster settings

FortiManager

@ Dashboard Cluster Settings
& Device Manager >
B Policy & Objects > Failover Mode Manyal
=4 VPN Manager ’ Operation Mode
Bl AP Manager ’ Peer IP and Peer SN P Type Peer IP Peer SN Action
FortiSwitch Manager »
IPva - 10.0.1.242 FMG VMOA169 X o+
B Extender Manager >
& FortiView » Cluster ID 1 (1-64)
M Log View » Group Password
B Fabric View » File Quota 4096 MB (2048-20480)
B] Incidents & Events > Heart Beat Interval 10 Seconds
B Reports ] Failover Threshold 30 > (1-255)
@ FortiGuard ] VIP 10.0.1.245
O System Settings Y, VRRP Interface port2 -
ADOMs Priority 1 {1-253)
Administrators Unicast (e ]
Admin Profiles Monitored IP P Interface Action
Remote Authentication Server 10.0.1.241 port2 v | [ @
SAML SSO
Download Debug Log 8, Download
Settings
Network

If the monitored interface for the primary FortiManager device fails, what must you do to maintain
high availability (HA)?

A. The FortiManager HA failover is transparent to administrators and does not require any additional
action.

B. Manually promote one of the working secondary devices to the primary role: and reboot the
original primary device to remove the peer IP address of the failed device.

C. Reconfigure the primary device to remove the peer IP address of the failed device from its
configuration.

D. Check the integrity database of the primary device to force a secondary device to become the new
primary with all active interfaces.

Answer: A

Explanation:

In a FortiManager HA cluster configured with VRRP failover, the failover process is automatic and
transparent to administrators. If the monitored interface on the primary device fails, the secondary
device takes over without requiring manual intervention to maintain HA.
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Question: 3

Refer to the exhibit.
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FortiManager address object

Edit Address - LAN

Category
Name
Color

Type @

IP/Netmask
Interface

Static Route Configuration
Comments

Add To Groups

Advanced Options >

Per-Device Mapping v

+ Create New | | [# Edit

[0 Mapped Device =
BR1-FGT-1 [root]

A .
AOAress

LAN
a | Change ]
Subnet

@ 172.16.5.0/255.255.255.0 Q_ Resolve from name
Oany v
(e ]
0/255
Click to select
B Delete Search... QA *

Details = u

IP/Netmask: 10.10.10.5/255.255.255.255
IP/Netmask: 172.16.5.20/255.255.255.255

@ Remote-Firewall [root]

0
00 HQ-NGFW-1 [root]
0

IP/Netmask: 21.21.2.5/255.255.255.255

An administrator has created a firewall address object that is used in multiple policy packages for
multiple FortiGate devices in an ADOM.
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After the installation operation is performed, which IP/netmask will be installed on Remote-Firewall
[VDOM1] for the LAN firewall address object?

A.21.21.2.5/255.255.255.255
B. 172.16.5.20/255.255.255.255
C. 172.16.5.0/255.255.255.0

D. 10.10.10.5/255.255.255.255

Answer: A

Explanation:

The per-device mapping overrides the global IP/netmask setting for the firewall address object. For
the device "Remote-Firewall," the mapped IP/netmask is 21.21.2.5/255.255.255.255, so this value
will be installed on Remote-Firewall [VDOM1].

Question: 4

Refer to the exhibits.

Device Revision Diff wizard

Device Revision Diff

Revision ID: 11 Revision ID: 9
Total 12696 Total 12704
Deleted 0 Added 8
Maodifed 0 Modifed 0

end end

sonfig user local
Sd4t_"Support”
set.type_passsacd
set_two-factor email

st emall-to ~supportimail . com”

next
- ¢0d
config user group config user graup
set service "ALL" ! set service "ALL”
Set_users _jupport’
set comments “test” set comments “test”

Save Diff as Script m Cancel
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CLI output

FortiManager ® diagnose dvm device list
There are currently & devices/vdoms managed
- There are currently & devices/vdoms count for license

TYPE 01D SN HA 1P NAME ADOM IPS FIRMWARE HW_GenX
fmgfaz-managed 188 FGVMA2TM24013504 100.65.1.111 BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A

| - STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: installed; conn: up; template:[installed]default

|- vdom:[3]root flags:® adom:My ADOM pkg:[unknown]BR1-FGT-1

An administrator needed to recover all the configurations related to the user, Support. The
configurations were saved in configuration revision ID 9.

The administrator reverted the configuration using the Configuration Revision History window and
received the CLI output shown in the exhibit.

What can you conclude from the CLI output?

A. The administrator set the flag to 0 to prevent configuration overrides.

B. The administrator reinstalled the policy package.

C. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.
D. The administrator installed only the device-level configuration.

Answer: C

Explanation:

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but
the firmware version for the device is listed as "[unknown]." This indicates that FortiManager has not
properly detected the FortiGate firmware version, likely because the device needs to be retrieved to
update its information.

Question: 5

An administrator wants to configure and manage multiple objects in the FortiManager database and
give access to other users who work in the same database.

To stay in control of the changes made to firewall policies by other team members, the administrator
needs a setup where all modifications go through a central check before they can be installed.

How can the administrator create this setup?

A. Enable the prompt asking the administrator to accept firewall policies changes before saving.
B. Enable the workspace (for all ADOMs) to control all changes made by any administrator.

C. Enable device lock and the advanced mode feature in the ADOM.

D. Enable workflow mode and the ADOM lock feature.

Answer: D

Explanation:

Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go
through a centralized review and approval process before installation, allowing controlled and
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coordinated management of firewall policies by multiple administrators.
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