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Question: 1

Exhibit.
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Region A Region B

Two hub-and-spoke groups are connected through redundant site-to-site IPsec VPNs between Hub 1
and Hub 2

Which two configuration settings are required for the spoke Al to establish an ADVPN shortcut with
the spoke B2? (Choose two.)

A. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to hubs.
B. On hubs, auto-discovery-receiver must be enabled on the IPsec VPNs to spokes.
C. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to spokes.
D. On hubs, auto-diacovery-sender must be enabled on the IPsec VPNs to spokes

Answer: A,D

Question: 2

Refer to the exhibit.

https://lwww.examsnest.com


http://www.justcerts.com
https://www.examsnest.com

SD-WAN configuration on FortiGate

branchl_fgt § get router info routing-table all

g 9.0.0.0/0 [1/0] wis 191.2.0.2, pextl, [1/8]
(1/0] wia 193.2.0.10, porsd, [10/9)

brasohl fgt § diag sys souan serviced

Sarvicw (3): Address Mode (IPV4) flage=0m4200 use-shortcut-als use-shortout
Tie break: fib
Shortcut priozicty: 2
Genil), T05(0md/0wd), Frocesal(0)t mro{i->€5535)rdec(i->&5535), Mode (sla), sls-cospare-order
Hesbezsn (3!
1: Seq sum(S HUBL1-VPN2 NUS1), alive, ala(Oxl), gidi0), cfg ovder(l), local cost(0), selected
2: Seq sus (4 NOURL-VFH) NUBL), alive, sla(Owl), grd(0), =fg order(d), local eost (0], selecoted
31 Seq num(4 NOB1-VINL MUB1), alive, sala(Ox0), gidi(d), cfg ordec(0), local cost(D), selscted
Sre sddressil):
10.0.1.0-10.0.1.255

Ozt addzeas|l):
10.90.9.0~10.255.255,. 258

Service(d): Address Mode(IFV4) flage=0x4200 gee-shortcut-sis sse-shortcut
Tie break: <fg
shortout priority: 2
Genild), TOS|Ox0/Gx0), Protocol{li: srof{l=->65535)1dst (1->65535), Hode(ala), sls-compars-order
Hesbers 2}
1t Seq oum(d poreld underlay), alive, sla(Omd|, gud(Q), ofg order(l), local cort(D). selected
a1 Suq_nulil pactl underlay), alive, #la(0xl), gidaid), :!1_::6.:[&], iecal coat (0], selssted
Src addressil):
10.9.1.0-13.0.1.25%

Dot adaress|l):
10.2.0.0-10.2.285.2588

1
e

(170

¢ 10.9.3.0/24 i3 directly coanetted, pOrts

3 10.1.0.0/249 [200/0] wis 182 162.1.81 (cecursive is directly connected, HUBL-VPEL), 1423h3im,
[208/0] wim 182.188.1.12% i(recursive 18 divestly connected, HUBL1-VINI), 140inlis,
[308/0] wis 182.1€3.1.108% (recursive is dizectly connscted, HUDI-VFND), 142inita,

A 10.200.99.1/32 19 dizectly conasoted, Bramch-Lo

3 10.2.0.0/16 [200/0] wis 1§2.1608.1.61 (recursiwve i3 directly connected, HUB1-VPNEL), 20:83:01,
[208/3] wia 153.168.1.125 (zecursive ip directly ccanected, MNUBL-VEN2Z1, 20:130:51,
[260/0] wia 152.168.1.1989 i(recursive is dirsctly coanscted, NUBLI-VPNY), 00:00:151,

B 10.2.5.0/24 [200/0] wia 192.188.1.81 (recursive 1a directly coanected, HUB1-VFN)Y), 20:00:01,

.'.-:
13/0)
/0

[aro]
[2ra]

{1r9]

Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24

to the corporate server 10.2.5.254?

A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 3 and interface HUB1-VPN3.
C. SD-WAN service rule 4 and portl or port2.
D. SD-WAN service rule 4 and interface port2.

Answer: B

Question: 3

Refer to the exhibit.
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SD-WAN Network Topology

| | FortiExtendes
I

X

Refer to the exhibit.

You want to configure SD-WAN on a network as shown in the exhibit.

The network contains many FortiGate devices. Some are used as NGFW, and some are installed with
extensions such as FortiSwitch. FortiAP. or Forti Ex tender.

What should you consider when planning your deployment?

A. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices
with Forti Extender.

B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without
extensions.

C. You must use FortiManager to manage your SD-WAN topology.

D. You must build multiple SD-WAN topologies. Each topology must contain only one type of
extension.

Answer: B

Question: 4

Refer to the exhibit.
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Event log on FortiGate

packetlosa="0
bibandwidthavailable=
ith Check SLA status.”

17345636663332653%4 t=="
Jnnal statistics" mag="IPsec tunne

D0 outinti=" 1* srccountzry="Ressrved" cockies DbBa36Bddd 5d883c5585
" useralt="N/A" xauthuser= xauthgroup="N/A" assignip=1i2 1.1 vpntunnel="VPN4_0" tunnel
unnelid=3050027470 tunneltype="ipsec” duration=2968 sentbyte=24584% rcvdbyte=24645¢ nextstat=600 fctuid="N/A" advpnasc=0

101037141" 'ype— "event” subtype="vpn" level=
ction="tun t remip=120.64.1.1

18 cime=15:04:2

‘r11@*:'

6 eventtime=1734563066334261977 tz="-0800" logid="0101037141" (y;e="e?ent' s
ce 'sec € l'rlné'l st a":! cs” ‘ﬂ“[' IFsec tunne * act n="tunnel
rx‘~2 2.0.1 remport=45( srcoountry="Resers i £150dedl !

*Branch3® group="N/A" .aeralz="¥zh' xau iSP'—-“rﬁ xauthgroup="N/A" assigni ;=H/n Jprtunrelx'ﬁ‘ﬁ VEN1_0" tunnelip=
tunnelid=3050027486 tunneltype="ipsec"” duration=1122 sentbyre=92064 rcvdbyte=0) nextstat=600 fcruid="N/A" advpnsc=l

logid="0101037141" type="event" subtype="vpn" level=
I ion="tunnel-stats™ remip=
"n'f FF't‘ srccountry="Reserved" co 62ecc04871/a4d23a05%
useralt="N/A uthuser="N/A" xauthgroup="N/A" asaignip= 1.1%3 vpntunne
050027467 tunneltype="ipsec™ duration=23€7 sentbyte=195836 rcvidbyte=l {r4*7 nextatat=600 fctuid="N/A" advpns

Refer to the exhibit that shows event logs on FortiGate.
Based on the output shown in the exhibit, what can you say about the tunnels on this device?

A. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.

B. The device steers voice traffic through the VPN tunnel HUB1-VPN3.
C. The VPN tunnel HUB1-VPN1_0is a shortcut tunnel.

D. There is one shortcut tunnel built from master tunnel VPN4.

Answer: B

Question: 5

Exhibit.

config system sdwan
sat fail-detect esnable
set fail-alert=-interfaces "ports”™
config healcth-check
edit “"Levell DN3"
sat updaEﬂ-cascadc-interface enable
set members 1 2
Next
edit “HQ"
set update-cascade-interface enable
set members 3
next
end
end

Which action will FortiGate take if it detects SD-WAN members as dead?
A. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects port5 as dead.
C. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead
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D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: D
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